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Banewidth conbrol configuration

Fort Bandwlidth control lewved Control tvpe Operation
Ethemei1/d W || | Tramsmit w | Configuration w
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 Port 1!115:-:9&&- bandwidth threshoid{Kh) Engrass bardwidth thfﬁﬂ’liamf_ﬂail
| Ethemet1/0/1 1000000 1000000 .
Ethemetl; /2 ].DI:I-.':IDEI-II 100000 [
Ethemetl 002 10000040 10G0005 |
Ethemetl/0/4 1000000 1000000 |
Ethemetl/ /5 : L0000 ! 1000000 |
Ethermet1/0/6 | 1000000 1000000 I
Ethemet1/077 ] 100000 1000000 |
Ethemetl/0/5 | LE0A000 ' 1000008 ,
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Switchport description
Port Ethernet1/0/1

Description

Operation Configuration v

- Apply
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Port Description
Ethernetl/0/1
Ethernet1/0/2
Ethernetl1/0/3
Ethernetl/0/4
Ethernetl1/0/5
Ethernetl/0/6
Ethernetl1/0/7
Ethernetl1/0/8
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Port combo forced mode config

Port Etherneﬂf{}ﬂ v

forced mode‘ copper- forced
Apply |
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Port forced mode
Ethernet1/0/1 no support
Ethernet1/0/2 no support
Ethernet1/0/3 no support
Ethernetl/0/4 no support
Ethernet1/0/5 no support
Ethernetl1/0/6 no support
Ethernet1/0/7 no support
Ethernet1/0/8 no support
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VLAN ID 1 v
Operation ‘ Add v

- Apply
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Vlan ID State

Vlanl Layer 3 interface

Vlan5 Non layer 3 interface
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nNg § /l«s>E o0 C Ei]Jvs &E(

ITXTXTX>1]vs E( /W E +°u} }IV(JPUE S]}v
dZ % P v pe S8} }v(]JPuE /W E ¢+ UE JWZv $>uEel (}

Jvs E&( X
d} ]J*%o0 C §Z ~>71 ]vs E( A E e+ U}PE}VA]RU@NITBSE %o
}IV(JPUE S]}v rEs> E ]JvsS &E( IV(IJPUEWS]IVE >F WS E(

IWW(IPUHAE 3GIVI — %% 0C— 5} }IV(]PHE X


http://192.168.2.1/webulppswitchconfig
http://192.168.2.1/webulppswitchconfig
http://192.168.2.1/webulppswitchconfig

L3 interface IP adress mode configuration

e [~
\VLAN interface Vian1 v
1P mode Specify |IP address v |

Interface IP address ,

iIir'H:er'l’Eu:E network mask

Operation Add v
| Avply |
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Session 1 ~
Destination port (SPAN) 1501~ |
Cperation [ dide ]
[ | Apply
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SPAN configuration

Session |Destination port (SPAN)

il Ethernet1/0/1
VS EC s E]
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Source port (SPAN] configuration
Session |1 w|

Source port (SPAN) list | 1101 w |

CPU to be used for source pnrtl || I

Access list
Mirrar direction | Lmlh o
Operation | Addd w|
Apply |
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Rspan vlan configuration

VLAN ID |

Operatiun| Add v
Apply
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s> E/

s> E/

K% E §]}v

O IWW(]JPUE §]}v
JEE *%}v JVP }% E 3]}
Z u}AO o083 32 JEE -
}V(IPHE S]}v

reflector port (SPAN) configuration

Session 1
Port Ethernet1/0/1 |
Operation Add v
| Apply
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remote vlan configuration

Session

VLAN ID |

Operatinn“ Add v

Apply
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sample rate configuration
Session|i
rate |

Apply
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Port Loopback-detection mode configuration
Port EthernetﬂUH v

Loopback-detection mode “W
Operation ‘ Add v

Apply |
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Information feedback window

Port Loopback-detection mode
Ethernet1/0/1 no control mode
Ethernetl1/0/2 no control mode
Ethernet1/0/3 no control mode
Ethernet1/0/4 no control mode
Ethernet1/0/5 no control mode
Ethernet1/0/6 no control mode
Ethernet1/0/7 no control mode
Ethernet1/0/8 no control mode
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VLAN Loopback-detection configuration
Port Ethernet1/0/1  ~

VLAN ID

Operation ‘ Add v |

 Apply
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Loopback-detection interval-time configuration
Loopback-detection interval time

no Loopback-detection interval time

Operation Canfiguration |

| Apply
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Loopback-detection control recovery configuration
Recovery switch timeout |

 Apply
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Isolate-port group configuration

Group name

Operation ‘ Add v

Apply
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Interface join group config

Group name

Port ‘Ethernetﬂﬁm v
Operation ‘Add v

' Apply
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show Isolate-port group
Group name

show Isolate-portgroup |
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storm-control configuration

Port Ethernet1/0/1

storm-control type | broadcast v | ‘W—

storm-control value‘

Operation “ Add v

 Apply
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Information feedback window

Port storm-control type
Ethernet1/0/1 None
Ethernetl1/0/2 None
Ethernet1/0/3 None
Ethernetl/0/4 None
Ethernetl/0/5 None
Ethernetl/0/6 None
Ethernetl/0/7 None
Ethernet1/0/8 None
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storm-control configuration

storm-control type: bypass v
storm-control bypass protocol: ‘

storm-control bypass protocol status:‘ disable v
' Apply
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Port rate-violationconfig __

Port Ethernet1/0/1
rate-violation type all v

rate-violation value

rate-violation sub type shutdown v

rate-violation recover time

Operation Add v
| Apply
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virtual-cable-test configuration
Port |Ethernet1f0f1 v

Apply |

Information feedback window

Switch$ wirtual-cdble-te=t interfaps Etherneti 0714
Interface ELhernsC1/0/14;

Cable pairs Cable =ztatus Length (meisrs)

(1, 2 wWsll 13

(3 €} well 13

(& 5 well 13
L B well I3
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Flease select port: Ethemat1iiil |

Information feedback window

Interface hrisef:

Echarnetls/0/L is down, line probocol is down

Ethernstl f0/1 is layer 2 port, alias mam= is (noll), index ia
Hardwars is Gigakit-TE;, . asddress-is 00-1f-za-10-ki-1b

BWID 1=

MTJ 1500 bybes, BW LODOD ERit

Time since last status changs: Ow-04-0h-Jem-32=2 (21492 mecondal)

Encapsulation ARFA, Loopback mnot sset
Anto-duplex , Auto-speed
lowlaontrol ia off, MDI typs is auto
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Rate-violation port state information

Port Port rate-violation contrel modelRate-violation port state]
Ethermet1/0/1 shutdown down
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uldp global enable configuration
uldp global enable type| uldp enable V|
Operation ‘ Enable v ‘

Apply |
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uldp port enable type“ uldp port enable v
Operation H Enable v
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uldp Hello message config

uldp Hello message time

Operation ‘Configuratinn v
Apply |
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uldp recovery time config

uldp Hello message tIIT'IE_
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show uldp configuration

| Apply |
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LLDP global enable configuration
lldp enable Enable v
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Port

LLDP port enable configuration

Ethernetﬂ(}f‘l v

LLDP port enable type‘ LLDP port enable

Operation ‘Enable
- Apply
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LLDP port status config
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LLDP tx-interval config

LLDP Hello message time

Operation ‘Configuratmn v
 Apply
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LLDP msgTxHold config

LLDP msgTxHold valuel
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LLDP transmit delay config

LLDP transmit delay ualue|
Operation | Configuration v

 Apply
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LLDP notification interval config
LLDP notification interval value
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LLDP neighbors max-num config

Port Ethernet1/0/1

LLDP neighbors max-num value‘

Operation H Configuration v

 Apply
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Port ”m
LLDP Port description ]
LLDP System capability | [
LLDP System description |[_]
LLDP System name ]
Apply
VEEC . E]
W} ES §Z EvV S% }ESV U

>> WW}IES +» E]%S]}v | WIES e E]%S]}v v u
v 5§} }IV(IPHE

>> WArCeS U % ]0]SC | /v(}E&u S]}v e E] JVvP
% ]0]S] -

>> WACeS u ¢ E]%S]}v| D e« P s E] JvP SZ +C-
>> WACeS uv U ANCeS uv u JVv(}E&u S]}v

iX{iXi{iXeZ}A>> W }v(]JPPE 3]}v

dZ]*% P v pe 3}A] A>> W }V(]JPUE §]}vu ¢ P X

d} ]+%0 C §Z "eZ}A >> W }v(FP 10E ISWYE %% R (JPUE 3]}V rE>>
JWW(JPUE S]}VrE«Z}A>> W d(PuBBPE— 5} A] AX

LLOP too mangy neighbmrﬁ value show LLDP W

Fort all ) |
APPlY

Information feedback window

Switch# show lldp

LLDP has been disabled globally.
LLDP enabled port : NULL

LLDP interval :30

LLDP txTTL :120

LLDFP NotificationInterwval :5

LLDP txDelay :2

LLDP-MED FastStart Repeat Count :4
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show LLDP conflguration _
LLEF toa mangy neighbors valuef shoey LLOFP ponl w
Port [Ehemetinz ~|

| Apply

Information feedback window

Smllche soow Llidp

-—-—=-LLOE ELOEAL IHPCRMATIONS-—-—-
LIDT has been dipskled globaliy,
LLDI' enapled port 4 HULL

Lepy interwal 23

LobP txllLox120

LinE Momifiostionintarral

TATF kxhalay 2

LLOF-MED FastStore Ropoab Coent, of

------------- 11 AT RS

show LLDP configuration

LLDP too mangy neighbors valuel show LLDP v

Port | a v
Apply

LLOPF foo mangy nelghbors valus] show LLDR e
Mart all ~ |

| Apply |

Iriformiation feadback window

Switoh# shHow Lldo nmighboss intecfoce Bthecnetls0714
FoIt nams @ Bthernsetl/0/14

Fort Bemabe Counber @]

TimaMark 3596

ChagsisIdSuntyps o4

ChassisId -00-De—cb6-bl-ad-Ta

PorcIdsustyos MAT sddress

FornTd :hl-le-na-nt-ad-ia
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IXiTXiXd]Ju Z vP }v(]PuUE S§]}Vv
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}WW(EBUGE] 3]WE% Bv(]PUE 3]}v rE>
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Tirme rarnge namea
Time rangs type
Stark Tirme

ime range configuration

ahbsal e ||

Weelk

Time

Date
End Time
Week

Time

Date
Dperation Ty pe

VSEC

. E]

dju &E vP v u

d]u &E vP v u U o VH
Z E § E-

dju & vP SC %o
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LED shutoff configuration

Time range name v
LED state | Open v
Operation ‘ Configuration v
Apply |
VEEC . E]
dju & vP v u t]$238Z2 }v(]PuE SJu G
> 5§

> 0 U%o0 *S S

K% E §]}v

}V(IPHEOS]}v
he &« o(r }V(]JPRE §]}v
( HOS

&uv S]tv ]+ o

IXiTX:pu } %o

dZ]ee S]}v Vv e
d} ]*%o0o C sz ">
}V(]JPLE S]}vrE>

(}E §Z
*Zus}((E}w(]P WHER }v(]PUE $]}v rE>
cZHD)(( FvEPoC— 8} }V(IPUE X

| §(YEA E JvP }V(]PRE &]}v

}V(IPHE SIINE A« E%d VB %o

Jumbo packet forwarding configuration

Jumbo packet 5ize|

Operation | Configuration v
Apply
VEEC . E]
‘MU } % | § ]l Z vP WifAiliriiioi

K% E §]}v

}V(IPUEOS]}v
he Ee+ o(r }v(]JPuUE S8]}v
(uOKuPv S]tv ]+ o
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o0XD E ¢S o }Vv(]PUE S]}v

OXiXD E ¢S o }Vv(]JPUE S]}v
OXiXiXD & ¢+ P]JVvPrsju }v(]JPuHpE&E S]}v
Z3%]u 82 *Al]§ Zo &ve D E «+U JEEAJ0OV S} ESEZ

P]JvP 8]Ju XtZ v38Z 3Ju ]*}A BUSZ H &4 Ao - AR A

MAC address aging-time configuration

MAC address aging-time
Operation |W
| Apply
D & 1 dZ P]JvP SJu & vP JeiiriiiiiiiUiu vev}
P]vPrs]u
K% E 5]} }V(]JPUE| » §§Z PJvP §Ju ]Jv§}§Z <Al§ Z
( HOE | Z «8}E &Z PJvP §]u }(§Z +A]3
S S

|MAC address aging-time |

300 |
]*%0 CSZ PEE& vS D E ¢ P]JvP S]u
OXiXiX }v(]PuUE 8§ D E -
}IV(JPUE <58 8] }E&® o I1Z}o D E ¢ SU U %% |vdHZ
E o §]}veZ]% SA vD E e° * V %}ESe v s> EeX

Configurate static MAC address

MAC address I

\LAN ID [1+]

Part list | EEe
Operation ||A|:id—'-f|

Apply
D E 1, A Ju oD E **USZ (}J}E&uU S]] AATA
s> E/ & S s> E/
W}ES0]*y D %o %o %0} E S
K% & S]} dZ U %% |]vP (E 0 S]}veZ] %o $A
V %}ES v s> E AJoo
Z u}A 038 5Z U % %]VP E 0 3]}veZ]%
D E **Us> EU v %}ES




Configurate blackhole MAC address

MAC address

WLAN ID [1+]
Blackhole based t'-,.rpe| ~
O peration |Iﬁadd hd
Apply
D & -, £ Ju o D E U SZ (}E&uU S ] A
% | S A]lSZ §Z]- E +« AJoo ]l &
(JEA  38}8zZ v SAYEI ¢35z Al Z
s> E/ & S s> E/
o IzZ}o tuCE "MuE e JveluE E °+*(]Jos
e SC %o *S]v S]]d EP § =+« }vS EP § & -+ (]o
}sZ }sz & e JveluE E °° Vv
E «+(]Jo3 E*USZ ( poS A oup
K% & S]} dZ u %% ]VvP E 0 S]}veZ] %o SA v
%}ES v s> E AJoo
Z u}A 038 3Z U %%]VP E 0 3]}veZ]%
D E **Us> EU v %}ES
[MAC address vLAN ID|[Port |
l00-11-22-cc-bb-dd|[1 |[Ethernet1/0/1]|
l[00-11-55-cc-bb-df [|1 |Blackhole |
]*%0 C PEE vS A]*S]vP D E ¢ Uo%sYEv3U |9%>E U %0 %o ]V P C
OXiXiX oS8 D E o
Yu] loC o8 38Z D E e+ ]Jv3Z «Al3 ZX
Delete HACaddress |
Port status
Delete by VLAN ID [Jselect
Celete by MAC | ||:|Select
Delete by port |Ethernet1/0/1 /| [ Iselect
Delete
WI}ES S § "8 §] he Er E § v e¢]Pv D &
Cv u] dz D & ¢+« puS}tu 8] ooC o

*A]8 ZSEZE}IUPZSEZ u e+« P
o0 IZ}o| dZ pe E E 8§ ¢« 5Z +¢]PVv D
8Z % | §}(8Z]e E +« AJoo v}




o8 C |dZ €& 8§ s>E/U o038 8§Z o0 § (
s> E/ s> E
oS C , A Ju oD E *cUSZ (}EU S]] £AAET/
D
oS C oS ooD E ¢ cpuv E SZ %}ES
%o} E &
IMAC address lvLAN 1D|/Status |
l00-1a-33-44-de-fd|[1 |Ethernet1/0/1]
|10-55-df-08-77-55()1 |Blackhole |

]*% 0 C3Z HUEE V3 U %%]VP E 0 §]}ved])%> BEA W D
%o} E &

dXiX8XD E +o<p EC
Yu] loC«p ECSZ D E «+]v3Z «A]3 ZX
scautrswary.
Port status Static W [Iselect
Query by MAC || || O select
Query by VLAN ID [ select
Query b’}.r port | Ethernet1/0/1 V| I:' Select
Apply
WIES +3 § A& §] he €r & & v ++]Pv D E
Cv u] dz D E ¢+ pS}tu S] ooC o

*Al8 ZSEZE}IUPZSZ u s« P

o IZ}o| dZ pe E E S «SZ s+¢]Pv D
8Z % | 3}(8Z]- E e+ Aloo v}
C3z +Als Z
Yu EC C|, £ Ju oD E «°USZ (JEU ] ELET/
D

Yu EC |dZ E § s> E/ U+*Z}A]vP §Z E o]V 3

s> E/

Yu EC C| &]v §Z D E ** C %}ES
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Efs=EE0

Read mac address table. ...

lan Mac Rddress Type Creator Dorts
1 00-0e-c€&—c7-53-15 STATIC ZEpp Ethernetl/0/8
1 10-£f0-13-£f1-72-3a STATIC System BT
2 00-11-33-55—-HB-€E STATIC User Ecthernetl/0/4

J*%0 C8Z & *pose}(3Z «u EC

AXs> E }v(]PuUE S]}v

AXiXs> E }v(]PuE S]}v

AXiXiX & §1Z u}A s> E
s> E }V(]JPUE 8]}v (uv 3]}vu} po U pe Epv3ZEU}AUS s> E-

VLAN ID configuration

VLAN ID

e
Operation

[ Apply |

s> E/ dZ « E] ovpu E}(SZ s> EUE vP Wiro
s> Ev u C (posSU sz ( poS ]Je s> E %oopue (}puC
& vP Wirod Z & § E-X
s> ESC%| WE]JA § Ao v~]*}o § «XWE]JA § AoAo
~% EJu ECeXuyjdz @ o@ os¥ E ] 8§ s
WE]Ju EC % }ESWWE]Ju EC s> EU/*}o0 §
v }uupv] 8 A]SZ 3Z %}ESe }( SZ /-
Juupv]SC s> EE® o § S§}SZ]* WE]Ju EC
/*}o § s> E & ]¢}o § (C}u Z}szZ &
§} 18X dZ %}ESe ]Jv §8Z WE]Ju EC s> E
}SZ &V SZ %} ESe]vsSZ }luupv]SC s> E
Z}3Z E}E A]J§Z28Z €& o038 WE]Ju EC
Juupv] 8]}v SA Vv SZ %}ESe]v3Z }lul
S§Z %}ESe v SZ /[/«}0§ s> EX dzZ E ]
SA v3Z %}ESe]vsSZ }Juupv]SC s> E \
/*}o § s> EX

K% & §]} s> E
Z u}A Z u})A s> E

n



VLAN ID information

VLAN ID |[VLAM Mame VLAN Type
1 dafault universal vlan

AXTXTX oo]PV %} ESe (}E s> E

*e]PV % }ES* S} SZ s> EU v ue E- v EuBAvV BF3[ESe Jv §Z

u} po X

rssion poris orvan |

VLAN ID

Port | Ethernet1/0/1 |

Cperation Add b

| Apply |
s> E/ & S s> E
W} ES W}ESV u
K% & 5]} % }ES S} s> E
Z u}A Z UlA 3Z %}ES (E}usSZ s> E %

Mniversal wlan:

Ethernetl/0/€(T)
Ethernetl/0/20(T)

WNLAEN MName Type Hadia Ports

i} default Static ENET
Ethernetl/0/3 Ethernetl/0/4
Ethernetl/0/5 Ethernetl/0/&(T)
Ethernetl/0/7 Ethernetl/0/8
Ethernetl /075 Ethernetl/0/10
Ethernetl/ 0711
Ethernetl/ 0,13 Ethernetl/s0/14
Ethernetl/0/15 Ethernetl/0/1&
Ethernetl/0/17 Ethernetl/0/18
Ethernetl /0715 Ethernetl/0/20
Ethernetl/0/21 Ethernetl/0/22
Ethernetl/0/23 Ethernetl/0/24
Ethernetl /025 Ethernetl/0/2&
Ethernetl/0/27 Ethernetl/0/28

[Friwvate wlan:

WNLEN MName Type Egso VLAW Ports

2 Test Primary 4
Ethernetl/0/18(T) Ethernetl/0/20(T)
Ethernetl /0522 (T}

= R&D Isplate 2 Ethernetcl/0/2 (T} Ecthernetl/0/5

Ethernetl/0/18 (T}
Ethernetl/0/22 (T}




AXIXIXW}IESSC% IV(]JPUE 8]}V
NA18 Z %} ES $C% < $3]VPU 8Z pue E v SL%P |SZ8Z]A]S Z %
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Port mode configuration

Port ||| Ethernet1/0/1 |

Type

State |[|Enable VLAN ingress check v |

Apply |

W} ES W}ESV u
dC%o e
SEuvI
ZC E]
"S S vV 0 |tZ v § % |8 vs E+ 3Z +A]S

s> E |JVP@E ¢+ (JOS E Z |« AZ 37 & §Z
JvP E § % | 38 o}vPe3}3Z PJAVv-~(}E

z |

]+ o|tZ v 8 % | 8§ vs (Ee §Z <A]S

s> E | JvVP@E ++ (]J08 &E } »v}s Z |AZ §Z

JVPE | }(8Z 8§ % | 8 o}vPe3}3Z P]A
Z | s> E

|P0r‘t ||T'g,rpe ||State |
|Ethemet1ftlfl ||access ||Dper1 |
|Ethemet1f[lf2 ||access ||Dper1 |
|Ethemet1fclf3 ||access ||Dper1 |
|Ethemet1ff:l,a‘4 ||acce55 ||Oper1 |
|Ethemet1f[lf5 ||acce55 ||Dper1 |
|Ethemet1fﬂ,.’6 ||access ||Dpen |
|Ethemet1f[l;‘? ||access ||Dpen |
|Ethernet1fﬂ,-’ﬂ ||access ||Dper1 |

AXIX3X,C E] %}ES }V(]PUE &]}v
AATE Z ,C E] %)} ESE s> E }V(]JPUE $]}vUSEEEJuus®E 12 ¥P + §2Z
cAlE Z[*,C E] %} EEEC% ]Jv3EZ]*u} po



Set hybrid native VLAN

Port | Ethernet1/0/4 v |

Hybrid native VLAN | |

Operation Add ~

| Apply

W} ES W}ESV u

C ] Vv |Ws/ }(3Z %}ESUs>Ed 8P AZv3z |
s> E E JA]JvP & (E u -

K% E 3]} %}ES $} s> E
Z u}A Z U}A 8Z %}ES (E}usSZ s> E %o

Set hybrid allow VLAN

Port | Ethernet1/0/4 v |

Hybrid allowed VLAN list || |

Operation
Tagged
Apply |
W} ES W}ES vV u
,C &] 00}A s> >]+3}( 00}A s> EeU }vv & A]J3Z -
K% & S]}v 00 %}ES S} oos> E«Uiroioo
s> E S} SZ o0]*S }( A]-
s> E-
£ %o SZ %}E&S S} 00 s> E-

*% ](] s> E

JAE| o ESZ }E]P]V 0% *+ s>
S§Z *% ](] s> Eo]+*S$8}57
Z ulA | Z u}A 8Z % ](] s> E o]
FE]*S]VP % ¢ s> E0]°S

d PP hvd Pu 82} &}i}]v
dPACS&}i}]v

Par. Hybrid mative YLARM | HyDrid Tagged allowed VLAR =l [ Hybrid UnTagged allosead YLAR st
Etharnat 044 | L

l*%0 G S ]o Jv(}EuU S]}v}i(,.C E] %}ES

AXIXAXdEUVI % }ES }V(]PUE S]}vV
"A18 ZEENUVI %} ES s> E }V(]IPUE §]}vU SEZ@* 1&E « ¥( EZvP §Z

n
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Set trunk native VLAN |

Port

| Ethernet1/0/6 v |

Trunk native VLAN

Operation Add b
Apply
W} ES W}ESV u
dEpuvl v | Ws/ }(3Z %}ESU s> Ed 'S8 PAZvsSzZ
s> E E JAJvP & (E u -
K% & $]} % }ES S} s> E
Z u}A Z U}A 8Z %}ES (E}usSZ s> E %o

| Set trunk allow VLAN |

Port

| Ethernet1/0/6 v |

Trunk allowed VLAM list

Operation
Apply |
W} ES W}ES vV u
dEpuvlI 00}A s> >]8}( 00}A s> E+U }vv § A]3Z
K% & S]}v 00 %}ES S} oos> E«Uiroido
s> E 8§} SZ o0]*S }( A]-
s> E-
£ %o SZ %}E&S S} 00 s> E-
*% ](] s> E
JAE| o ESZ }E]P]V 0% *+ s>
S§Z *% ](] s> Eo]+*S$8}57
Z ulA | Z u}A 8Z % ](] s> E o]
FE]*S]VP % ¢ s> E0]°S
Fort Trunk native VLAN [Trunk allowed VLAN list
Ethernet1/0/6(1 1-4094

]*%0 C SZ §]Jo ]Jv(}EuU S]}v}(SZ SEUVI % }ES

AXIXOXWE]A §
"A1§ ZWE]A §
§Z]eu} po X

rAo v }Vv(]PpHE 3]}v
rAo v Jv JVP }% E S]EVUASE rho & @Gvoe S]F v %L ] %o ]



Private-vlan association

Cesignate Primary-vlan
Association VLAN list

Operation | Configuration v |

| Apply

*]Pv 3 E 35 WE]Ju ECrAo v
WE]Ju ECJ

ee} 1 8]}vdZ <« }v EC s>E <} ]88 Al$3Z 82 W
8 A ~y

s> Eo0]*8|°« }v EC s> E ]Jv op * %E]A oV
~ tuupv]sGe
K% & §]} JV(]JPRE <<} ] & 8Z « }v EC s> E A&7
s> E

( uos 0 ESZ % E]Ju ECrAo v ++} ] &

Primary-vlan Association VLAN st
2 4

]*%o0 C3Z & o0 &8 Jv(}E&Eu 3]}VI(WE]Ju ECrAo v

AXTX'sZW }v(]PupE S]}v

AXTXiX v o Po} 0'sZW
dZ +A]8 Z 5 E3+3Z Po} 0'SZW =+ S3|yRPYUEV (§B3ZuPB SpEv-

'sZWX

Enable global GVRFP
Enable/Disable global GWRP

Apply |

v ol ] V 0 g (ES
Po} o0'sZ| ]« o ]l o

Enable global GVRP
GWVRP status Disable

Z Po} 0'sZWu} po (pv
Z Po} 0'sZW u} po (pv

W< | U

S
S

AXTXTX v 0 'SZW }v %} ES
dZ *A]3 Z %} ES 5 ESe'SZW e §53]VPeUeve 87 Yo} ES % ZWXE C



Enable GVRP on port |

Port | Ethernet1/0/4 v |
Enable/Disable GVRP
Apply

W} ES W}IESvV u
v o | ] V o0 NS ESSZ %}ES'SZW u} po (pv §]
'SZW ]+ o ]* 0 S$Z %}ES'SZW u} po (pVv §]
Port GWVRP Status
Ethernstl/0/4 Disable
Ethernetl/0/6 Disable

]+%0 C8Z 'SZW & Spe}( Z %} ES

AXTXIX' ZW }V(]PHE §]}v
dZ *A]8 Z }V(]JPUE ' ZW % E u § E+UAVOISZ} (e E]d B> $Z
S]lu E*S}uv P ' ZWX

GARF parameters configuration

Join timer |2|I}EI |

Leave timer |EII]U |

Leaveall timer |1HI:IGEI |

Operation | Configuration w |
| Apply |
:}lv S]lu & Tiirfiiue
> A S]u | diiriTiiue
> A oo § diliroiiiiue

K% E 5]} JV(]PUGE D} ](C5Z A op }(3Z 3Ju &
(MOS8 | Z «8}E 3Z SJu E A op 8}38Z (p

AXTXs> ErSE veo S]}v }Vv(]PHE S]}vVv

AXTXiX v ol ] o s> ErSE& veo §]}v

dZ *A]3 Z %}ES +8 ES+SZ s> ErSE veoE]}¥%e ES]E W}V «3Z
SZ %}ES s> ErSE veo S]}X



Enable/Disable VLAN-translation

Port | Ethernet1/0/1 v |
Enable/Disable VLAM-translation ||| Enable »
| Apply |
W} ES W}ESV u
v ol ] o v o Vv 0 S§Z s> ErSE& veo S]} (uv S]}Vv
s> ErSE ve ]¢ o ]+ o $Z s> ErSE& veo S]} (pv S}
Port VLAMN-translation Status

Ethernet1/0/1 ||Disable
Ethernetl/0/2 ||Disable
Ethernet1/0/3 |Disable
Ethernetl/0/4 ||Disable
Ethernet1/0/5 |Disable
Ethernetl/0/6 ||Disable
Ethernetl/0/7 ||Disable
Ethernetl/0/8 Disable

]+%0 CEZ s> Er8E veo §]} 8 Spe}( Z %} ES

AXTXTX | oS s> ErSE veo S]}v
NA18 Z s> Er3E veo 3]} }VA E-]}v « 3Z|vEP> EBZE e ES]}S 3
JVA E<]}vE 0 3]}veZ]% X

Add/Delete VLAN-translation |

Port | Ethernet1/0/1 +|

source vlan ID Vian1 V|
destination vlan ID|| Vlan1 V|

dirction in V|
Operation Add w
[ Apply |
W} ES W}ESvV u

"UE Ao | }v(]JPUE s> E

*S]v §]}v| }v(]PUE s> E

Ao v/
1E S]}tv v }W(PUE 3Z VA E<]}v JE 3]}v }(
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Ius }W(PUE 3Z }vA E<]}v JE 3]}v }(

§Z PE ¢ }JVA E-<]}v (pv 3]}v

K% E 3]}v s> ErSE veo 8]} }JVA E+]}vE o0 §




| Z u}A| Z u}A s> Er8E veo 3]} }vA E-]}v E|

AXTXTXs> ErSE veo S]}vul]ee E}% }V(]PLE S]]}V
tZ v3Z ¢A]lS8 Z s> Er$E veo 5]} ( ]Joe 3y (FvOo S} B«®|%eb 31}
% | S 0}ee o SS]vPe E  S§X dZ pe € « B BZ | @} S|}V }( S
JV(]JPUE 8]}VAZ v3Z s> Er$E veo B E]0 SEA TV 0 §]

lport  [[Ethernet1io/t v |
dirction M]
Operation || Configuration v |
[ Apply |
W} ES W}ES Vv u
]E §]}v 182 dZ %} ES % E(}Eue s> ErsE

SE veo S]}v & o0 S]}veZ]% }v(]
O}ee § }SZSZ PE& ¢+ v SZ ]JVvP
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Set lacp port priority
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DHCP IP address pool configuration

DHCP pool name -
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Information feedback window

Switch# show ip dhep pool config
dhep pool 1

Lease day:1, hour: 0, minute
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Client DNS server configuration
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Client WINS server configuration |
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DHCP file server address configuration
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Switch# config ©
Switch (config)# ip dhcp pool 1
Switch (dhcp-1-config) # bootfile 123.cfog
Switch# config ©
Switch (config)# ip dhcp pool 1
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DHCP network parameter configuration
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Information feedback window

Switch# config t©

Switch (config)# ip dhcp pool 1
Switch (dhcp-i-config)# optionm 82 ip 19%2.168.2.1
DHCPD: Option 82 has been added to pool 1

IV(}EU &]}V ]*%0 C (§ & % %o0] 3]}v

iITXTXiXoX £ op E ¢ }V(]JPHE S]}vVv
£ opu ]JvP §Z Cv u] oo} S]}v E 2 pVEPWE]|BNEU § Z
E ¢¢ e5Z S E v}Spue (}E& Cv u] o0} S]}v



Starting address
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Client pool configuration
|Client pool configuration|1

||Client IP address
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Address pool name configuration

CHCP pool name

Cperation type ||Ad|:2 pool vl
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Switch# show ip dhcp pool config
dhcp pool 1
Lease day:1, hour: 0, minute :0
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DHCP packet statistics

Eddreﬁs pool number |1
||Prac::a:15,.r database ||D
IDynamical assignment address |0
Manual binded address lo
Address conflict lo
Binding exceeding lease time ||D

Errors | 0

Received |D
IDHCP DISCOVER lo
IDHCP REQUEST lo
loHCP DECLINE lo
I[DHCP RELEASE lo
DHCP INFORM o

Transmitted |D
loHcP OFFER lo
IDHCP ACK lo
IDHCP MAK lo
IDHCP RELAY lo
DHCP FORWARD lo
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DHCP Snooping action count 10

]*%0 C SZ

ioXiXAX , WArV}}%]vP oJu]SrC&E §
, W AVv}1% VP % |

e vS %0 (E »

MHEE vSvpu E}( , WArvVE}

v (1P
s E
}v X

DHCP Snooping limit-rate config

%o]VP

(ve

JAJvP E 5§ o]Ju]s Wsu 32 R/jtu

Packet per second
Cperation ||.r‘de LV
Apply
W | §% Ee+ | Z VvP Wiriii
K% & S]}v }IV(JPHUE SZ vpu E }( % | S
Z ulA | Z «+3}E 5§z ( pod vpu E }
e }v UsSZ ( po&Jeiii




Packet per second 100
]*%0 C SZ vpu E }( % | S % E « }v JEHPYE , WE $Z
v} % JvP X

iOXIXOX , WAV}}%]VP Z 0% Ere EA E }v(]P
, WAEKKW/E'A]Jooe* v §Z ul}v]s}E 1V} JvPN v Y EADSs S4}v S
(JE +8}JE P X /(8Z +A]8 Z 5 ESs V}ESZooRPWC}E (MEEuU }A
§Z , >W Z"™ Zs Z

DHCP Snooping helper-server I:Dnﬁg

Helper-server address

"Helper—sewer uUDP por4|:|:

Local IP address

Second address I_:
Dperation || Add Vl

Apply

. 0% Ere EA|l, >W Z+ EA E E o

E oo
, 0% Ere EA| , W EKKW/E' v , >W Z " Zs Z ue
%0} (E S (}JE& }uupv] S]}vUSZ %}ES E VP ]-

>} 0/W @& | dZ (( 3]JA UV P uVvE/W (E o}(8

ANy E - dA},>WZ-CEACE E o« E
NEKKW/E'AJoo (]E*388SEC 8} }vv &8
KvoC AZ v§8Z WZ/D Zz+ EA E vv}
A8 Z , >W Z « EA E Aloo }vv §
«+ EA EX ~§8Z WZ/D Zz » EA E
N KE Zze+s EA EX

(N¢

K% & $]}v , >W Ze EAE E »-
Z ulA 08 §Z ,>W Z+ EA E d
o A ]5 ovliIAZ v o 3]vP

e S B T
aha

]*%0 C SZ % E} ¢ v EE}E U ** P e WE |EP 1% &7 vS(E VS
£ usltv



(OXIX , WAVII%]VP %} ES IV(]PUE 3]}v

ioXiXiXv ol]e o , WAV}}%]vP ]Jv JvP }SiA

, W "EKKW/E' AJoo v}3](C 8Z Kdiy u} po }JEWZ]}Vv JvP ]v
%0 S U E C §Z pe & }vsSCE}oo C $Z KdiGER JVWVW®}}% ]VF
}STA (uv S]}vv <8} v o , WAV}}% ]| uRE J5]}w Pl Gv §pP

Enable/Disable DHCP Snooping binding dotlx

Port |DHCP Snooping binding dotlx status
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Information feedback window

Port DHCP Snooping binding dotlx status
Ethernetl/0/1 Disable
Ethernetl/0/2 Disable
Ethernet1/0/3 Disable
Ethernetl/0/4 Disable
Ethernetl,/0/5 Disable
Ethernetl/0/6 Disable
Ethernetl/0/7 Disable
Ethernetl/0/8 Disable

]+%0 C8Z }EIAE Jv ]vP & Spe}( Z ,(WZVIAYS]ZP %} ES }

ioXiXiIXv ol]e 0o , WA2rV}}%]vP ]Jv JvP pe GE
tZ v §Z]e (uv 8]}v]e v 0 }v 3Z %}ESU ,MEBKKWI/E' Alo
%o S 1 E Jv JvP Jv(}Eu 3]}v ¢« SEu+3 fa} E AZ}oge o00}A
E *}pE XdZ , WArV}}%]JVP %}ES JY}WWP pe & o8 Sue (pv §
§Z , W”2rv}}%]vP Jv JvP }Vv(]JPHE S]}v (]E-SX

Enable/Disable DHCP Snooping binding user

Port DHCP Snnnéinﬁ bindinﬁ user status
Bthernet1/0/1 v" Enable W
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Information feedback window

Port DHCP Snooping binding user status
Ethernetl/0/1 Disable
Ethernetl/0/2 Disable
Ethernst1/0/3 Disable
Ethernet1/0/4 Disable
Ethernetl1/0/5 Disable
Ethernetl/0/6 Dizsable
Ethernetl1/0/7 Disable
Ethernet1/0/8 Disable
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Enable/Disable DHCP Snooping trust
Port DHCP Snooping binding trust status
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Information feedback window

Port DHCP Snooping binding trust status
Ethernstl/0/1 Disable
Ethernetl/0/2 Disable
Ethernstl/0/3 Disable
Ethernetl/0/4 Disable
Ethernetl/0/5 Disable
Ethernetl/0/6 Disable
Ethernetl/0/7 Disable
Ethernstl/0/8 Disable
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DHCP Snooping action config
Port | Ethernetl/0/1

"DHCP Snooping action |

"DHCP Snooping recovery time"::
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Port DHCP Snooping action||DHCP Snooping recovery time)

Ethernet1/0/1 none 0

Ethernet1/0/2 none

Ethernetl/0/3 none 0

Ethernetl/0/4 none 0

Ethernetl/0/5 none 0

Ethernetl/0/6 none 0

Ethernet1/0/7 none 0

Ethernetl/0/8 none 0
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ANTI-ARPSCAN IP-based threshold configration

Range of threshold
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ANTI-ARPSCAN trust port configration

Port |Ethernet1f0ﬁ1 v
Port trust status trust-port v
Operation Add v
| Apply |
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ANTI-ARPSCAN trust IP configration |

IP address | |

Network mask | |

Operation | Add ~ |
| Apply |
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ANTI-ARPSCAN recovery on-off status) Enable v

| Apply

ANTI-ARPSCAN recovery on-off status

ANTI-ARPSCAN recovery on-off status|Enable
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ANTI-ARPSCAM recovery time configration

Recowvery timea
O peration Configuration ~
_ﬁ5p1y—|
Recowvery time 300
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Information feadback wind

Tatal 28
Hama

Ethernatl /01
Ethesrnstl 02
Etharnatl A0/5
Ethernatl, 0/4
Ethern=tl /045
Etharnatl/ 00 8
Ethernscl 047
[Ethernatl /0SB

part:

ISwitch# show anti-arpacan

Forb-property DbsShut shutTime|ssconds)
untruat 3 0
unkbrust N o
antrust M 1]
untzuat ¥ 0
unkrust u ]
unktrust Y il
ontrust M a
untruat M 0

i6XAXAZYA /W AE ((]

dAZ]‘ %0 P \"
d} ]*%o0 C §Z
% E}E ]}V

Information feedb.
Switch# show

T

u.

§}A] Ae3 §]e8] « (}E /W %o
ANZYA TW EEo((] . % PPEA &

SeX
}IV(JPUE S]}VrE -

W(JPE §]}v rE ©4}A /W B 6@ — §} A] AX

c wiindow

—_
= 1

IF atatistica:
Rowd: 134947 tobtsl, 136005 locsl deastinstion
0 h=ad=sy srrors, 0 address serrxors
0 unknown protocol; 0 diascscds
Frag=2: [ reasssmpblsd, 0 tim=acuts
0 fragmsnkt r©owd, 0 frasgment droppad
0 fragmented, 0 couldn't fragment, 0 fragment sent
Sant: I3ABE1D gensratsd, [0 forwarded
0 dropped;, 0 na raoute
ICHME sktatistics:
Rowd: 0 tostal O =dad
0 redirsck 0 =z
0 mask rada teas,
0 paramsts tims
S=nt: 0 total 0O =oad
o redireckts, 0 unrsschable, [ echo, U echo replisa
0 maak reque=sts, 0 mask replies, 0 guench
0 paramater, [ timsstamp, 0 timsstamp repliss
TCE statiscicos:
TopActivsdoena B cpAttangtEFaila o
TocpCurrEstak 3, TocoEstabRessta |
TopInExrcs 0, TopInSegs LIBD0S
TopMamCann 2684, TcopCutRata o
ToptutSaga I13BEGE, TopPFassivelpens LT3E
TopRetranasSegs 187, TcpRtaRlgarithm i
TocpREooMax 120003, TocpRboMin Z20a
ATDE. -statistics:
TdpInDatagrams 0, UdpInErrors o
DdecMoParts 0, TdpoutDatagrams ]
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Static IP route configuration

Destination IP address

Network mask or prefix- Iength‘
Nexthop or Interface null0 ‘

preference(optional)

Operation type H Add v

| Apply
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S ipwE addross w
'I:"I .ﬁ.ﬁ Interface | YWiant v_
[Pve address{ M, XM |
-
|EuI-64 v | .
iGperatic:-n Configuration s _
Apply
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IV(IPRE §]}v
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IPv6 basic configuration

comimand

1Py Destination address{ X x: XK X/M) |
IPvE nexthop address{x: X230 X)

VLAN interface -

IPve tunnel number |

Precedencs

Dperalion Conhgurabion |

Apply |

E}SW 8Z <A]S Z } * V)3 t% %} ES % A0 E}¥MP uiE (3PaE(3]}vU
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TIXIXTX/WAOE }Vv(]JPUE §]}v

dZ]e % P ]e pe (}JE + §8]vPe 3Z § v ue JAJECYEPTZ §E ]
(Hv S]}veX

I( C}n J]e%o0 C 3$Z ~/WA0 E JW(JPUE S]}v_ }é& P U o] |
JWW(JPUE S]}VIE/WAO JV(]PHE S]}IVIEEWAD IE V%] Ropo@& 5] 5}
}IV(JPHE X

IPvEe ND configuration

e iitaard dad altempis e
VLAN Interface Viant w
[PvE dad-attemps
Operation Configuration »
Apply |
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IPvc ND configuration

: | ns-interval v |

ormimand

WVLAMN interface

Vian1 w |

IPv6 ns-interval

CE<H'§U"P’

Operation Coanfiguration v
Apply
VSEC . E]
ver]vd EA o dju ]Jvd EA o « §8]vP

s> E]Jvs E(

Ao v E

S

IWAQO ver]vs EA o

AT E vP Wirioii U% &

K% E §]}v

}V(IPUE S]}vW

% % 0C §Z }A o 3&]vPe
( posw
( HOS E < *S U ¢ P vy
. } \V;
'-.-'-h '-J!Z' L8 :-rlfi;ur-ﬂrir:
command neightor 2 :
VLAMN interface Wian1 =

[Pwh addrass

MAC address | |
Port [ Ethemetiien ~
Operation | Contiguration '--'l
| Apply
VEEC s E]
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IPvE ND configuration

clear ipvd neighbors »

command
E;:lpe;atjnn .-| Configuration v_
Apply
VSEC c E]
o E]%Aov ]PZ }E o Ev]PZ}E S o ]8

v}is o

~

§ «§ 8] v]PZ }&E

K% E §]}v
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Show IPv6 neighbor

Parameter choose

IPv6 address

VEEC - E]
E LN ] [ ] }V E LN ]
IWsO6 (E o /% A0 (E o

Show IPv6 neighbor
Parameter choose

VSEC

.CE]

JUvs

]'%00

C tuvs EJv(}EuU

Show IPv6 neighbor

Yian ~

Parameter choose

VLAN ID

1
 [rew]

Apply

.CE]

}IV(JPUE S]}vrE/\
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SO V

SO V]

Show IPv6 neighbor

Parameter choose || Ethernet v

Ethernet port

VSEC

L] E]

§Z Ev

(7513
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Show IPv6 route database

Parameter choose || destination v

IPv6 address :
| Apply |

Apply
vV3EC . E]
«3]v §]}v e JV]%A0 E e
IWAO € o ]% A0 @& ee]v3Z E}usd]

Parameter choose

IPv6 address(X: X:: X:X/M)
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Show IPv6 route database

Parameter choose
Apply |
VEEC . E]

S . ZYuS]vP § o 8§ e Jv(}(

TIXIXIXAZYA/WAO EAD E}us

dZ]e % P ]eue 3}A] A/WSOE~D E}ud]JvP 3 o Jv(}EuU 3]}vX

d} ]*% o0 C3Z ~""Z}A/WAO EEDOE}puEWAS Plus }JVv(]JPHE S]}VvrE~Z
IWAO E}us rE*"Z}A /WA DEMD-E % 0C— 5} A] AX

Show IPv6 route database

Parameter choose : V|

| Apply

Information feedback window

Switch# show ipvwd routa databass
Irge Houting Table
Codegy B Oo— garps] Fouis, C - foanscted;, & - sktatic, B - REIP, © — CS5FF,
I = T5=-I5;: B — B&P
A gelsoted routs, FIB route, T ztals Infa
Timers: Uptima
e 14123 wia i Taemmbeck o 03 chE: 4] tacy oD
VEEC . E]
}vv § IWAO E}puS]vP 8 o ]Jv(}
E~AD

_ IPvE NM route

Parameter choose database
Parameter choose connected v
| Apply

-F-:l rmation fl:-l:l _ : n'rnd-:;-l

Swikehf show ipvd croubte nam databasa connaocbad
TEwh Routing Tsble
Codesy K - kermel route, C - connested, S static, B - EIF;, O - OSFF,

1 — IL3-1I5, B - “BGE
> — malected route, * - FIB routs, ¢ - Stals info
Timera: Uptims

nx> 4310128 wila 5 loopback, 03:57:550 tagiD

VEEC - E]
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(Parameter choose
1

Apply

£4 5
LLi¥

el - o
L GNCI1as

Switché show ipwe route
: routan:

_ad;; -C - gcannested, L - Logal, 5 - gtatis, B - EIF, O - OSFF,
t — FE5-E5: B = BaE
- Telles rad via ==, viani
= EEDDE: /B ria . Vlanl 0
VEEC - E]
0 Vl% E us E- &}EA E JvP/v(}EuU §]}v

hnw IPv6 FIB .

Parameter choose

| local v

| Apply |

Information feedback window

Switch# show ipveo route fib local

Total IPv¢ routes: 3 entries
::1/128 via . Loopbac)
TedO::dlficelff:fellibllallit via ; Loopback
VEEC - E]
>} o >} 0% o

IWW(JPUE S]}VIEAZ}A
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